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@,tcp,http,SF,199,420,6,0,0,6,0,1,0,0,0,0,0,0,0,0,0,0,30,32,0.00,0.00,0.60,0.00,1.00,0.00,0.09,255,255,1.60
,0.60,0.00,0.00,0.00,0.00,0.00,0.00,normal , 21
@,tcp,private,REJ,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,121,19,0.60,6.00,1.00,1.060,0.16,0.06,0.00,255,19,0.67

B,tcp,private,S6,0,0 0,0,0,0,0,0,0,0,0,0,0,117,16,1.00,1.00,0.00,0.00,0.14,0.06,0.00,255,15,0.06,

,0.67,0.00,0.00,0.00,0.00,1.00,1.00,neptune, 21
@,tcp,private,S0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,166,9,1.00,1.60,6.00,0.00,0.05,0.06,0.00,255,9,0.04,0.
85,0.00,0.00,1.00,1.00,0.00,0.00,neptune, 21
0,0,0
0,0

,8,0
8

2 2 » 2 > » 2 >
0.67,0.00,0.00,1.00,1.00,0.00,0.00,neptune, 21
8,tcp,remote_job,50,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,270,23,1.00,1.00,0.00,0.00,0.09,0.05,0.00,255,23,0.
09,0.05,0.00,0.00,1.00,1.00,0.00,0.00, neptune, 21
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Performance Attack Confusion Matrix

6835 14 59 31 17 98.3%
BENIGN | o 0.1% 0.4% 0.2% 0.1% 7%
ifas 15 5323 10 1 0
0.1% 35.8% 0.1% 0.0% 0.0%
B 18 1 1521 1 0 98.7Y%
s P 0.1% 0.0% 10.2% 0.0% 0.0% 1.3%
O
——t
o
8
= ol 23 0 15 524 9 67.3%
o 1.6% 0.0% 0.1% 3.5% 0.1% 32.7%
5 30 0 3 18 199 79.6%
uerl 0.2% 0.0% 0.0% 0.1% 1.3% 20.4%
95.9¢ 94 6% 91.1% 88.4% 96.8%
4. 1% 5.4% 8.9% 11.6% 3.2%
D <
oy o & ¢ §
& <
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Worms 1044 Worms 43
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BENIGN 347956 BENIGH 351150
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(4] Training Progress (22-Feb-2021 19:53:41)
Training Progress (22-Feb-2021 19:53:41) Results
Validation accuracy: 98.38%
Training finished: Reached final iteration
Final
Training Time
Start time: 22-Feb-2021 19:53:41
Elapsed time: 1610 min 12 sec
E?
ol Training Cycle
% Epoch: 10f1
< Iteration: 10580 of 10580
Iterations per epoch: 10580
Maximum iterations: 10580
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Other Information
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& Learning rate schedule: Constant
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Improving Network Intrusion Detection Using Deep Neural Networks and
Combining Over-Sampling and Under-Sampling Techniques
Begin

Input: 3 Database, 2 LSTM option, Data Ratio Partitioning, K and Ratio to add in SMOTE.
Output: Confusion matrix, Accuracy, Precision, Recall, Fmeasure.

/I Stepl: Preprocessing, Correct Imbalance Data

1- Data=import (Database);

2- Data=Convert Nominal data to real data;

3- Data=Replace Missing Value with Zero;

4- [New Data] = SMOTE (Data, Class Attack, Ratio to addendum Neighbors);

5- [Final Data, Final Label] =Randomly Under Sampling (New Data, Class Binary and Attack, Sum
Oversampling Data);

/I Step2: Train 2 LSTM Network

6- [Train Data, Train Label, Test Data, Test Label] = Partition Data (Final Data, Final Label);

7- Layers Binary = [ Sequence Input Layer (1), Lstm Layer (Num Hidden Units=256), Fully
Connected Layer (Numclasses Binary=2), SoftMax Layer, Classification Layer];

8- Layers Attack = [ Sequence Input Layer (1), Lstm Layer (Num Hidden Units=256), Fully
Connected Layer (Numclasses Binary=N), SoftMax Layer, Classification Layer];

9- Lstmnet Binary = Train Network (Train Data, Train Label, Layers Binary, Options);

10- Lstmnet Attack = Train Network (Train Data, Train Label Attack, Layers Attack, Options);

/I Step 3: Validation LSTMs

11- Prediction Binary = Classify (Lstmnet Binary, Test Data);

12- Prediction Attack = Classify (Lstmnet Attack, Test Data);

13- Matrix Binary=Confusion matrix (Prediction Binary, Test Label Binary);
14- Matrix Attack= Confusion matrix (Prediction Attack, Test Label Attack);
15- Result=Calculate (Accuracy, Precision, Recall, Fmeasure);

End
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