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Phase 0 Phase 1 Phase 2 | Phase 3 Phase 4 Phase 5
Concept Project planning System Systems Validation, Systems
exploration & and concept of definition development & operations, retirement /
benefits analysis operations & design implementation maintenance & replacement
development | upgrades

Needs
assessment & Operations,

concept Pm;?cf Planmng rneinlerwn;e

solution & upgrades

Concept of
operations

Vallidation

System

<
System def & deployment

specification

-

Verification,

7 ) System
figh level desig integration
Subsystem
& component
specification

Subsystem
integration
Detail design Testing

Procurement & development
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Phase Engimeenng Activities
Investigate new opportunities
0. Concept Explore technology readiness

Exploration Phase

Conduct risk analysis
Evaluate pre-concept match with users’ needs

1: Requirements &

Congceptualisation /

Initiation Phase

Identify stekeholders™ needs

Evaluate alternate concepts

Recommend possible solutions

Define system requirements & specifications
{functional, performance, operational, support
ele).

Define engineering project strategy.

2 Design &
Development |
Acquisition Phase

Develop detailed planning

Design system architecture & allocate systems
requirements to subsyslems and compaonents
Develop detailed system design (logical &
physical}

Perfarms system synthesis analysis 1o assure
system infegration

3 Preducnon &

Implementation /
[mplementation /
Production Phase

Produce system components & construct
system

Ceode/configure system functional components
Conduct code walkihroughsunit tests

Perform system integration

Inspect and tes! (systems acceplance test)

4. Unlisauon &

Support / Operations
/ Maintenance Phase

Operate system to satisly users” needs
Provide sustained systems capability

5:Retirement /
Disposition /
Dispesal Phase

Store, archive or dispose of system
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Phase

Seeunty Activities: SP 800-160

Security Activities: IATF

0: Concept Exploration
Phase

Discover information protection needs
Ascertain the system purpose

[ Requirements &
Conceptualisation /
Initiation Phase

Survey & understand the policies, standards, and guidelines.
Define security classification & protection level

[dentify information assets
Conduct preliminary risk assessment,

Identify information asset needs protection.
Define System Security Requirements based on the
protection needs.

2: Design &
Development J
Acquisition Phase

Conduct risk assessment

Define security requirements & select security controls (categories
& types)

Perform costbenefit analysis (CBA)

Secunty planning (based on risks & CBA)

Practice Information Systems Security Engineering (ISSE) process
10 develop security controls

Develop security test & evaluation plan for verification &
validation of security controls

Design System Security Architecture

Design system architecture to meet on security
requirements,

Develop Detailed Security Design based on security
architecture

Design security functions & features for the system

3: Production &

Implementation /
Implementation /
Production Phase

[mplement security controls in accordence with system security
plan (SSP)
Perform Security Certification & Accreditation of target system.

Implement System Seeurity

Implement designed security functions and features
into the syste.

4: Unilisation & Support
/ Operations /
Maintenance Phase

Configuration management & perform change control

Continuous monitoring
Perform periodic security assessment

Assess Security Effectiveness & assess effectiveness
of ISSE activities
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