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« Historical — e.g., Customer’s past transaction data; external credit rating information )
« Real time — e.g., Beacons in stores, or tracking of online activity
* Knowledge — e.g., Past product recommendations which were accepted or rejected )
* Supervised learning — e.g., Cancer detection h
* Unsupervised learning — e.g., Identify items that are bought together, or to find related images in a

Processing photo database.

P\lostinugl © Reinforced learning — e.g., Board game )
* Result — e.g., Credit rating score )
« Selection of results — e.g., Selection of videos that may violate YouTube’s terms of service, and

Output which need further analysis by the team of content curators
Rt © Action —e.g., Self-driving car has full autonomy to drive, steer or break )
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I Step | ‘ Diagnostic items
1. Identify risks created 1. Risks created by connectivity, given the type(s) of input data (historical, real time, or knowledge) used
by Al characteristics, 2. Risks created by cognitive ability, given the type(s) of input data (historical, real time, or knowledge) used
for each component of 3. Risks created by imperceptibility, given the type(s) of input data (historical, real time, or knowledge) used
the solution 4.  Risks created by connectivity, given the type(s) of algorithm (supervised, unsupervised or reinforced leaming) used
5. Risks created by cognitive ability, given the type(s) of algorithm (supervised, unsupervised or reinforced learning) used
6.  Risks created by imperceptibility, given the type(s) of algorithm (supervised, unsupervised or reinforced learning) used
7. Risks created by connectivity, given the type(s) of output (result, selection of results or action) produced
8.  Risks created by cognitive ability, given the type(s) of output (result, selection of results or action) produced
9.  Risks created by imperceptibility, given the type(s) of output (result, selection of results or action) produced
2. Analyze how the 1.  Relevant guidelines for handling the connectivity, cognitive ability and imperceptibility risks associated with the type(s) of input data used
risks identified in step 2. Relevant guidelines for handling the connectivity, cognitive ability and imperceptibility risks associated with the type(s) of algorithm used
1 may destroy business 3. Relevant guidelines for handling the connectivity, cognitive ability and imperceptibility risks associated with the type(s) output produced
value 4. Resources required (including data, information, and IT assets) to handle the connectivity, cognitive ability and imperceptibility risks associated with the
type(s) of input data used
5. Resources required (including data, information, and IT assets) to handle the connectivity, cognitive ability and imperceptibility risks associated with the
type(s) of algorithm used
6.  Resources required (including data, information, and IT assets) to handle the connectivity, cognitive ability and imperceptibility risks associated with the
type(s) of output produced
7. Behavioral changes required to handle the connectivity, cognitive ability and imp d with the type(s) of input data used
8.  Behavioral changes required to handle the connectivity, cognitive ability and imp d with the type(s) of algorithm used
9. Behavioral changes required to handle the connectivity, cognitive ability and imperceptibility risks iated with the type(s) of output produced
3. Recognize what type 1. Impact on ability to innovate
of business value may 2. Impact on cost-efficiency
be destroyed by failing 3. Impact on complementarity
to follow the process
principles described in
step 2.
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