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Abstract—Technologies as one of the factors of smart urban 
governance have a critical role in the accomplishment and 
development of smart cities. IoT and ICTs as an evolving 
technology can assist governmental agencies in integrated 
urban management. Therefore, this study was designed to 
answer two research questions of what application does IoT 
and generally ICT have in smart urban governance? and what 
is their impact on citizens’ participation? For comprehensive 
analysis of scientific documents and empirical evidence, two 
methods of review study and survey study on 400 residents of 
Isfahan city were used. The results of the review study show 
that online services, monitoring, data gathering, public e-
participation, and cooperation enhancement are the five 
potential uses of IoT and ICTs in smart urban administration. 
While survey outputs depict that for efficient use of technology 
in management, the simultaneous development of technical and 
social infrastructure is essential. In conclusion, the promotion 
of the IoT, like other technologies in smart urban governance, 
needs the proper association with management, social, cultural, 
economic, and environmental systems. Hence, the present 
study provides recommendations to develop this alignment and 
to facilitate the use of IoT in urban governance. 

Keywords: Smart urban governance, E-Governance, Internet 
of things, E-Participation, Information and communication 
technologies 

I.  INTRODUCTION 
In the recent decade, the concept of smart cities has 

expanded widely in urban management and planning. Future 
cities are mechanized cities in which most of the urban 
activities will proceed through smart portals [1],[2]. Smart 
governance is an essential part of smart cities. In smart 
governance, officials must be accountable to the urban issues 
and address the various challenges to the people. Citizens 
must also participate smartly through ICTs in the urban 
development and decision-making process, solving urban 
problems and pursue their rights [3],[4]. Smart government 
is a platform for good urban management. All the services 
that are provided in a smart city should be administered to 
the people through the smart governance channel. This type 
of governance increases citizens' participation in various 
activities and reduces the costs of urban management and co-
operations [5]. 

In the world of crises in the 21st century, especially at the 
time of writing the article, when the crisis of the coronavirus 
pandemic has overshadowed cities and human societies, the 
need for smart urban governance to achieve sustainability is 

increasingly felt [6]. Electronic coordination between 
different organizations and components in a government 
enhances the quality of services and increases the possibility 
of achieving the management goals at different levels. The 
most important objectives of smart governance are; I- 
Development of communication networks using ICTs, II- 
Promote comprehensive and integrated information systems, 
III- Realization of e-government and acceleration of 
management affairs, IV- Automation of decision-making and 
development processes [7]. 

In realizing smart urban governance and as an element of 
smart cities, the Internet of Things (IoT) is a revolutionary 
technology that seeks to solve the socio-spatial problems that 
modern communities face. IoT can be used in 
numerous smart city applications, including (but not limited 
to) comprehensive community planning, city-wide service 
monitoring, expanding public transit while reducing traffic 
congestion, improving neighborhoods safety, and facilitating 
sustainable e-mobility. The Internet of Things has been 
increasingly evolving in various fields, culminating in the 
development of several platforms, standards, and protocols, 
etc. Different forms of IoT networks and technologies are 
implemented in today's smart cities, and they all run 
independently [8],[9].  

As mentioned, the Internet of Things plays an important 
role in smart cities, and many studies have examined the 
applications of the IoT in smart cities. However, fewer 
studies have focused on the use of the IoT in smart urban 
governance, and the role of this technology in urban planning 
and development processes is still vague [10]. Therefore, the 
present study has been compiled to answer two basic 
questions; What is the role of the Internet of Things in smart 
governance? And what effect do the IoT and ICTs have on 
the quantity and quality of citizens’ participation? 

II. PROPOSED METHOD 
In order to integrate theoretical documents and empirical 

evidence, two methods of review study and survey study 
have been used in this research.  

A. Review Study 
To answer the research questions, the method of 

systematic literature review was used for a detailed analysis 
of scientific studies. Systematic review is a structured form 
of literature review that focuses on one or more specific 
questions and attempts to provide answers using the analysis 
of all available valid resources. Systematic review is a 
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common and recent method of investigating the related 
literature, formulated by Cooper and Hedges (2009) in six 
stages; problem definition, literature search, data evaluation, 
data analysis, interpretation of results, and conclusion [11]. 

In the Introduction section, the problem was defined and 
the questions were explained. The materials of this study are 
relevant papers indexed in Scopus, Web of Science, 
PubMed, Routledge, and IEEE in the period of 2011-2021. 
Because the smart urban governance and the use of IoT in 
management sectors are more recent topics. The search 
string is as follows: 

TITLE-ABS-KEY [(“IoT” OR “Internet of Things”) 
AND (“Smart governance” OR “Urban Governance” OR 
“Urban Management” OR “Citizen Participation” OR “E-
Governance” OR “E-Participation”)] 

An initial search in databases on January 20, 2021, 
returned 17 articles. This small number indicates the study 
gap in this field. Therefore, more general studies were 
included in the analysis from other sources, namely 
recommendations from academics and peer reviewers. 
Systematic literature procedures, such as the PRISMA 
method, allow the use of documents from sources other than 
database searching [12]. This increased the number of 
studies to 20 (which all of the studies are provided in the 
References section). 

 The chosen papers were thoroughly examined to extract 
the data required for the analyses presented in the following 
sentences. CMA 3.0 software was used for accurate analysis 
of the studies’ text. CMA 3.0 is a professional application for 
meta-analyze and meta-regression. And it was used because 
it has more features for deeper scientific text analysis than 
Excel. To analyze the contents of the articles, a spreadsheet 
was designed with selected papers on the rows, and columns 
for collecting data on a wide range of items and issues. There 
were three phases of the analysis. To begin, the author read 
several papers and gathered the necessary details (Phase 1). 
Then the information collected was double-checked, and 
grouped into several themes based on commonalities, and 
information was coded (Phase 2). Finally, in the third phase, 
the coded data was reexamined and used for writing the 
article (Phase 3). 

B. Survey Study 
Survey methods were employed for making more reliable 

conclusions and to use empirical evidence in response to 
research questions. The case study in this survey is Isfahan 
city and people's electronic participation in its 
comprehensive master plan. Isfahan Master Plan is an urban 
plan with a participatory approach, parts of which were held 
online and through the portal of ICTs due to the widespread 
of coronavirus in 2020 [13]. 

For this purpose, a closed-ended online questionnaire 
consisting of 15 questions was designed related to the level 
of people's knowledge about the Internet of Things, their 
ability and willingness to use the Internet to participate in 
public affairs, as well as their electronic participation in 
Isfahan Master Plan more specifically.  

The population studied in this survey are citizens of 
Isfahan. Cochran's formula was used to determine the sample 
population size [14]. Base on this formula and the fact that 

Isfahan has over 1.96 million inhabitants, the sample size 
must be over 385 people to reach at least 95% reliability and 
generalizability in findings. Therefore a sample size of 400 
citizens of Isfahan was studied. 

After determining the size of the sample population, 
experimental samples (including 30 residents of the city) 
were randomly selected to assess the reliability and validity 
of the questionnaire. For this purpose, Cronbach's alpha test 
in IBM SPSS software was used [15]. Cronbach's alpha 
coefficient was 0.77 for the experimental sample and 0.84 
for the total sample population. Therefore, the questionnaire 
used could be cited and accepted. 

III. FINDINGS AND RESULTS 
The Internet of Things as an evolving technology plays 

an effective role in the accomplishment of smart cities. The 
statement that the IoT is one of the key factors in smart cities 
is agreed upon by most of the experts in this field [16]. The 
two major roles of the Internet of Things in smart cities and 
smart governance are to provide services and to transfer data 
and information [17]. According to the scientific literature, 
there are five major applications for the IoT in smart urban 
management; Online services, Monitoring, Data gathering, 
Public e-participation, and Cooperation enhancement. 

The extent of IoT applications is directly related to the 
knowledge of officials and citizens about it and the access to 
the required technology [7],[10],[18]. Therefore, before 
addressing IoT applications in urban governance, the level of 
citizens' knowledge of it and the public access to technology 
must be evaluated. 

The results of the survey study shown that only 69 out of 
400 people in the sample (17.2%) know the Internet of 
Things and its applications. Many citizens confused the IoT 
and the Web, which depict the lack of knowledge about IoT 
in the case study. The next finding is that only 3.7% of the 
sample have the experience of using IoT in their life and 
work. Regardless of smartphones, smart accessories like 
smart bands or watches are the most common technologies 
that were used, usually for exercises and daily activity 
among the sample. Many people stated that the reason for 
not using the IoT was lack of knowledge, high cost, and even 
uselessness. So, public culturalization and providing cost-
efficient technologies are needed to use the IoT in a 
developing community like Isfahan. 

Here, it should be noted that before starting to fill out the 
designed questionnaire, IoT and its applications were briefly 
explained to the participants. 

A. Online Services 
One of the main tasks of urban management agencies is 

to provide critical services to citizens. The continuity of 
these services in different situations, especially in the crises 
era, shows the efficiency of urban governance. Services can 
be provided in a traditional way (face-to-face) or online. 
Providing face-to-face services is usually time-consuming, 
costly, and requires multiple facilities. Besides, it is not 
possible to provide services face to face in all conditions 
(such as conditions resulting from the onset of coronavirus 
epidemy) [6],[19].  
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On the other side, using the internet in the provision of 
services, regardless of the cost of creating and developing 
basic infrastructure, reduces costs and speeds up 
bureaucratic processes. Also using cyber cloud space can 
reduce geographical constraints and lead to a fair 
distribution of services [20]. IoT and ICTs are the portals of 
online services and different settings can be provided 
through IoT and ICT networks. These technologies can turn 
available tools such as smartphones, smart TVs, computers, 
laptops, smart gadgets, etc. into a platform for requesting 
and receiving services. So, people can benefit from e-
government and other urban settings anytime, anywhere [9]. 
Studies have listed several other benefits of using the IoT 
and ICTs in management. But using technology in public 
sectors may have some limitation and impacts. 

Here, it should be noted that in some studies, internet-
based services have been introduced as a factor of boosting 
segregation between citizens who have access to the internet 
and those who cannot afford technology [21]. This 
inequality can also happen among age groups; Between the 
youth generation who has the knowledge of using the 
internet and older people who are less familiar with the 
web-based functions [22]. Therefore, before the 
development of IoT in urban management, developing a 
correct understanding of the IoT and web-based services as 
well as empowering different social groups to use them is 
essential. 

Survey study findings mainly support the results of 
scientific literature. Many people in the sample (81.7%) said 
they were aware of online services. However a smaller 
percentage (30.2%) had experience of using internet 
services (either via the IoT or other web-based portals), and 
most of them expressed their satisfaction with the speed and 
accessibility. Among those who were aware of internet 
services but did not use them, lack of acquaintance with 
how to request services, lack of sufficient trust and 
knowledge of working with the Internet, or lack of 
appropriate facilities was the most important reason for 
choosing traditional ways. A small number of these people 
also thought if they applied for services face to face, they 
would receive a better response. 

Findings of the literature review and the questionnaire 
show that the use of the IoT and generally technology to 
provide services is an issue more than just implementing the 
required infrastructure. In addition to providing appropriate 
web-based services, local governments should urge citizens 
to use these services. This encouragement can occur in a 
variety of ways, such as advancing public awareness, 
improving citizens trust, offering special benefits, etc [8]. 

B. Monitoring 
In good urban governance, it is important not only to 

provide services but also to maintain and monitor them. 
Studies show that maintaining services and facilities over 
time is more expensive than providing them. Therefore, the 
development of an Internet-based network such as the IoT is 
essential for monitoring services and infrastructures [23]. 

IoT monitoring is an IoT-based approach that allows 
management agencies to analyze dynamic systems and 
process billions of events and alerts. IoT monitoring also 
enables governance to bridge the gap between devices and 
services by collecting and analyzing diverse IoT data at 
web-scale across connected devices, citizens, and 
applications [24]. Also, IoT monitoring can be used in 
different scales to maintain natural and built environments. 
The Internet of Things helps to forecast and monitor crises 
and potential hazards such as forest fires, and epidemics 
outbreak. Besides, it can evaluate the resistance of dams and 
infrastructures to earthquakes, floods, etc [25]. 

Empirical evidence shows that for better IoT monitoring, 
the private sector and the public sector should use the IoT 
concurrently. Achieving this goal depends on the type of 
interaction between the private sector and the public sector 
in different governments. In other words, the private sector 
in smart cities can identify the needs of the target 
community to provide better services and develop 
businesses in collaboration with urban governance and legal 
use of web-based monitoring data [26]. 

To analyze findings from the survey in this field, the 
sample population clustered into 3 groups; Unemployed, 
Private sector employees, and Public sector employees. 

Among private sector employees, 29 out of 62 people 
state that they use the internet to provide and monitor their 
services. Only one person has the experience of using IoT in 
his business.  

Among public sector employees, 28 out of 36 people 
have experience of using the internet to provide and monitor 
services, most of whom are employees of banks and 
municipalities. Here only 7 people conveyed that they use 
Internet of Things. 

It can be a result that the lack of smart internet usage 
still exists in both private and public sectors. In order to 
realizing e-governance and smart city in the case study, it is 
necessary to develop and integrate web and IoT in the 
management structures. 

C. Data Gathering 
Data collection1 is one of the most costly and complex 

processes in urban management. Collecting data such as 
climate information, the volume of traffic on a particular 
street, census data of citizens and buildings, etc. annually 
costs a lot of time and money from the agencies of urban 
and national governance. Therefore, local governments use 
the Web and the IoT to gather information from people, 
different environments, and urban systems [8]. 

 
1- It should be mentioned that IoT monitoring is a more 
specific form of IoT data gathering and in some cases, they 
have a similar definition. But since in many studies, 
monitoring and data collection are introduced as two 
separate applications and have different principles, in the 
present study, they have been proposed as two separate uses 
of the IoT in management, too. 
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Using sensors to control the states of physical objects is 
known as IoT data collection. The IoT allows devices and 
technologies to track and measure data at any time. The 
information is transmitted, preserved, and retrievable. IoT 
data gathering enables comprehensive management of 
different urban systems and assists planners and managers 
in integrated decision-making [27]. 

 The Internet of Things also plays an important role in 
managing and processing big data for smart urban 
governance. As organizations require data for analysis, IoT 
serves as a main source of that information, and this is 
where the role of IoT in gathering and managing big data 
comes into play. Big data analytics is gaining traction as a 
means of processing IoT-generated data from "connected 
devices", leading to better decision-making [28].  

In general, data collected by the IoT consists of two 
categories based on the data source; Data gathered from 
people, and Data gathered from the environment. According 
to privacy protocols, individuals must be informed and 
aware of critical information that IoT or other platforms 
collects from them and their private environment [29]. 
Survey outputs depict that less than a percent of the sample, 
willing to let sensors collect data  from them and their living 
environment. Most citizens stated that they prefer to provide 
required information by themselves.  

Information collected from individuals through the IoT 
or through their own statements is known as one-way 
participation. While the IoT and internet platforms have the 
ability to allow data to be exchanged bilaterally between 
individuals and governments which can lead to public e-
participation. 

D. Public E-Participation 
One of the most important elements of smart governance 

is citizen participation, which according to the literature has 
many capacities and opportunities. Citizens may have 
practical and beneficial recommendations to help 
government authorities make effective policy choices [20]. 

The studies show that technology-assisted government 
programs have considerable results in terms of public 
participation. The majority of the literature focused on non-
participatory and non-deliberative practices such as finding 
political patronage, consulting, or providing one-way 
information [7]. While some studies depict that IoT and 
ICTs have a great potential in developing two-way 
interaction between organizations and users (here refer to 
citizens). Discussion forums, electronic town hall meetings, 
and wikis are examples of technological applications that 
can be used in two-way networking systems where people 
can productively communicate with each other and with 
different agencies. The expanded use of IoT and ICT tools 
support citizen-created content, which promotes diversity of 
opinions, socio-political dialogue, and freedom of speech 
while also fostering crowd-sourcing initiatives and 
innovations [30]. 

Reports indicate that the use of technology in the 
participation also increases the presence of different age 

groups, especially youths, in decision-making processes. 
But the fact is that although ICTs are well developed in 
decision-making processes, the use of IoT in participatory 
approaches is still in question. However, it is expected that 
there will be the same pattern for the development of both in 
urban participatory management and planning [26],[31].  

The survey study of this research, which was partly done 
on the comprehensive master plan of Isfahan and citizen 
participation in it, shows different results from the 
conclusion of theoretical studies. Only 5 out of 400 (1.2%) 
have participated in the Isfahan Master Plan online, all of 
them have academic education and most of them are in the 
age of 25-40. This low participation may have occurred for 
the following reasons: 
• Isfahan’s New Master Plan (2020) is the first 

comprehensive urban plan with a participatory approach 
in the field of urban planning in Iran. Lack of experience 
in holding such programs can be the most important 
factor in low citizen participation 

• The meetings of this plan were initially held face to face. 
But due to the Coronavirus outbreak, it suddenly 
changed to online mode. This unexpected change of 
status and the lack of proper technical and cultural 
infrastructures prevented the program from engaging a 
wide spectrum of citizens. 
It also can be resulted that using IoT and ICTs in 

management programs needs a good public knowledge of 
the internet as well as obvious principles and agendas. A 
greater form of participation using technologies is 
cooperation enhancement which aligns collective efforts for 
the development. 

E. Cooperation Enhancement 
The use of the IoT and ICTs in smart urban governance 

can go beyond the bilateral participation of citizens in 
government and lead to a constructive interaction between 
people, government institutions, businesses, and various 
urban systems. Achieving this goal optimizes participation 
and cooperation in a community and besides preventing the 
waste of time and resources, can cause a collective effort 
towards sustainable development [32]. 

The IoT, as an interconnected network of sensors, 
devices, and cloud spaces, enables enhanced cooperation 
between different people, instruments, and institutions. 
Proper development of IoT and other communication 
technologies in management can increase public awareness 
and empower local communities. It also promotes 
businesses, facilitate environmental protection and improve 
integrated urban administration [25]. 

The mentioned benefits are mostly in theoretical 
documents but in practice, there is no such an utopia. 
Reports show that even in developed communities, the 
application of technology in management is not as effective 
as it should be and the reasons for this can be found in the 
administration principles and socio-economic status [7]. 
However, it can be hoped that the increasing experience of 
communities in the use of these technologies, along with 
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clear agenda for their use in urban management, will be able 
to fill the gap created between theoretical benefits and 
practice. 

IV. CONCLUSION AND RECOMMENDATION 
In order to answer two research questions, this study tried 

to identify the role of the IoT and generally technology in 
smart urban governance and citizen participation by 
investigating the scientific literature and empirical evidence. 
As a response to the first question, the uses of IoT and ICTs 
in urban governance were extracted from scientific studies 
and categorized in five applications mentioned in the 
previous section. 

The role of technology in providing services and citizen 
participation is approximately obvious and accepted. Also, 
using the IoT and ICTs in urban systems may have other 
benefits and wide-range applications. But the results of the 
present study show that realizing smart governance in 
traditional management structures is a goal beyond adopting 
new technologies. 

The experience of using technology in governance of a 
developing community like Isfahan has this point for urban 
planners and managers that using newer technologies like 
IoT in the service provision and attracting citizens 
participation needs sufficient technical and social 
infrastructures, simultaneously. 

In answer to the second research question, it should be 
said that almost all researchers agree that technology has the 
potential to promote public participation. While the survey 
outputs depict that this influence on citizens’ participation is 
directly affected by socio-economic and managerial factors. 
The level of public knowledge about technology and overall 
access to required instruments among different strata are the 
most important socio-economic factors. Besides, public trust 
in institutions and the motivation of local authorities to 
utilize technology in urban management can be the most 
important management factors. 

To conclude, the development of the IoT, like other 
technologies in smart urban governance, needs the proper 
association of management, social, cultural, economic, and 
environmental systems. Therefore, there are some 
recommendations in order to promote this alignment and 
facilitate the use of IoT in the governmental processes; 
• The development of IoT in smart urban governance must 

be in stages that start from environmental systems then 
enter the socio-economic structures of communities. This 
procedural development enables planners to identify 
deficiencies and problems and increases the capacity to 
align technology with the context. 

• In using the IoT to monitor and control socio-economic 
factors, different capacities should be used for public 
awareness improvement and culturalization. Because the 
more people embrace these technologies in their lives, 
the easier it will be to promote them. 

• In providing services through technology, urban 
governments must ensure that a wide spectrum of 
citizens have access to the required facilities and 
equipment. Considering alternatives for people who don't 
have sufficient knowledge or financial capability of using 

technology, can prevent institutional injustice and social 
segregation [33]. 
In the end, the findings and recommendations of the 

present study can be a reliable scientific basis for future 
research. Now, researchers aware of the role of the IoT and 
ICTs in smart urban management should examine how these 
technologies can be developed and enhanced in the 
governance structures. 
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